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K-12 C1O Weekly Briefing

September 5-11, 2026

Technology and Al developments through the lens of cost, service, risk, and staff adoption.

Executive takeaways
* Al safeguards are moving from principles into enforceable terms. Microsoft’ s national agreement and
Cdlifornia’'s new student-data law provide concrete language districts can adapt for procurement.

* Cyber resilience is now inseparable from student safety. Springfield’ s four-day closure shows that 1osing access
to health records—not instructional systems—can determine whether schools can open.

* “Free Al” does not mean cost-free adoption. Missouri’ s statewide Google agreement eliminates licensing costs
but leaves districts responsible for integration, governance, training, support and vendor concentration.

About thisedition

This briefing brings together reporting, primary announcements, and leadership analysis. Sources are linked in
each story. Cost, service, risk, and adoption assessments are editorial judgments; announcements and reported
outcomes should be weighed against the evidence and limitations described.
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01 Microsoft offersdistricts enfor ceable Al contract
protections

Microsoft announcement and agreement - 2026-09-11

Development

On September 9, Microsoft, the AFT and UFT announced a standard that districts can incorporate into Microsoft
customer agreements. It prohibits using student or educator datato train Al, selling or repurposing that data,
student tracking and unsupervised high-risk decisions. Districts control retention and deletion and may terminate
agreements or seek damages for violations.

Cost, service, risk and adoption

Cost—contract review and monitoring workload, with no stated license increase. Service—makes controlled
deployment easier. Risk—materially stronger recourse than policy statements. Adoption—union participation
could reduce staff resistance.

L eader ship implication
Treat this as a ready-made benchmark, not merely a Microsoft concession. Compare every major Al vendor’s

terms against it and require exceptions to be documented.

Original sources

Microsoft announcement and agreement
https://news.microsoft.com/source/2026/09/09/aft-uft-and-mi crosoft-announce-national -ai-saf ety - privacy-standard-for-school s-to-protect-st
udents-families-and-educators/
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02 Cyberattack closes Springfield schools for four days

Official incident FAQ - 2026-09-11

Development

An outside group accessed Springfield Public Schools' network and blocked essential online programs. The
district classified it asa Level 4 severeincident and closed schools Tuesday through Friday because nurses could
not access medication and allergy records. Data exposure remains under investigation; paper-based processes will
be used during recovery.

Cost, service, risk and adoption

Cost—four lost instructional days plus recovery and investigation. Service—health operations became the
reopening gate. Risk—scope and data compromise remain unknown. Adoption—staff need practiced, not
theoretical, manual procedures.

L eader ship implication
Electronic health-record availability is a school-opening dependency. Downtime planning should include current

offline medication/allergy extracts, nurse authentication, attendance, emergency contacts, meals and multilingual
family communications.

Original sources

Official incident FAQ
https.//www .springfiel d-ma.gov/cos/news-story ?cHash=b28c171725ff862129574742313c6af 4& tx_news_pil%5Baction%5D=detail&tx_n
ews_pil%>5Bcontroller%5D=News&tx_news_pi1%5Bnews%5D=17924
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03 California converts child-Al and student-data proposals
Into law

Governor’s package - 2026-09-11

Development

Governor Newsom signed a 13-bill child-technology package on September 10. It includes independent safety
assessments and parental controls for companion chatbots, restrictions on addictive feeds for children, and
stronger pupil-data protections. AB 1159 specifically bars covered K—12 data from being used to train or develop
Al and permits civil actions by harmed students. SB 1128 limits required take-home devices for kindergarten/TK
beginning in 2027—28 and directs the state to publish screen-time and device-transition resources.

Cost, service, risk and adoption

Cost—vendor compliance and portfolio-review costs. Service—more parent controls and age-specific restrictions.
Risk—nhigher exposure for weak data governance. Adoption—expect families and boardsto cite Californiaas a
baseline.

L eader ship implication

Thisisamaterial update to previously pending legislation. Even outside California, national vendors may
standardize their data-segregation, deletion, parental-control and safety-audit practices around these requirements.

Original sources

Governor’s package
https.//www.gov.ca.gov/2026/09/10/governor-newsom-si gns-the-strongest-chil d-saf ety -chatbot-and-soci al -media- | aws-in-the-nation/

AB 1159 text
https://leginfo.legislature.ca.gov/faces/bill TextClient.xhtml ?bill_id=202520260AB1159
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04 E-rate’ sfuture becomes an active budget issue

FCC proceeding - 2026-09-11

Development

More than 600 participants joined an AASA town hall on September 10 as the FCC considers narrowing,
geographically limiting, restructuring or potentially ending parts of E-rate. The program currently provides
20%—90% discounts. The FCC’s 2026 funding cap is $5.2 billion, against approximately $3.515 billion in
demand. Initial comments close October 13.

Cost, service, risk and adoption

Cost—potential connectivity and infrastructure funding cliff. Service—network capacity may become harder to
sustain. Risk—changes could affect the next program year. Adoption—finance, operations and academics should
contribute evidence to any filing.

L eader ship implication
Model the five-year cost of losing Category 1 and Category 2 support separately. Document dependencies beyond
instruction—HVAC, access control, cameras, testing, SIS, transportation and emergency communications.

Original sources

FCC proceeding
https://www.federal register.gov/documents/2026/08/14/2026-16590/f cc-to-review-e-rate-program-to-ensure-congresss-vision

district comment guidance
https://www.aesa.us/2026/08/20/protect-e-rate/
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05 Missouri launches statewide, voluntary Google Al
access

Google’ s announcement - 2026-09-11

Development

Missouri and Google announced no-cost enterprise Al tools, training and credentials for nearly 100,000 educators
and more than 1.1 million K—12 and higher-education students. Offerings include Gemini for Education, Gemini
Notebook and professional certificates. Participation remains optional at the district level, and Google says
education datais not used to train its models.

Cost, service, risk and adoption

Cost—Ilow acquisition cost but real implementation expense. Service—rapid statewide access. Risk—vendor
concentration and unclear post-partnership pricing. Adoption—embedded training improves prospects, but local
rules still determine uptake.

L eader ship implication

The model shifts spending from licenses to identity integration, configuration, support, records management and
professional learning. Voluntary local adoption may also create inconsistent access and governance.

Original sources

Googl€' s announcement
https://blog.googl e/products-and-pl atf orms/products/educati on/mi ssouri-state-educati on-partnership/

Missouri DESE confirmation
https://dese.mo.gov/
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06 Al isincreasing the complexity of special-education
disputes

CADRE's parent guide - 2026-09-11

Development

State dispute-resol ution agencies report receiving lengthy filings containing incorrect IDEA interpretations,
erroneous filing requirements and hallucinated case law. Evidence linking Al to overall complaint growth remains
anecdotal. Separately, written state complaints rose 56% between 202324 and 2025-26 across 35 reporting
states; due-process complaints rose 7%. Staff use of Al for |EP or Section 504 drafting reached 57% in 2025, up
18 percentage points.

Cost, service, risk and adoption

Cost—more legal and case-management review time. Service—Al can improve parent access to terminology and
meeting preparation. Risk—PI| disclosure and false legal claims. Adoption—existing staff use makes approved
workflows urgent.

L eader ship implication

Publish family-facing guidance that warns against uploading unredacted |EPs or evaluations, explains verification
limits and routes concerns toward early human resol ution.

Original sources

CADRE’s parent guide
https.//cadreworks.org/resources/cadre-material s-for-family-members/ai-gui des-for-special -educati on-and-early-intervention

reported findings
https://www.k12dive.com/news/whats-ai-rol e-in-the-speci al -education-di spute-resol ution-process/829823/
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07 A compromised analytics platform exposes 1.08 million
ed-tech users

Mathspace incident report - 2026-09-11

Development

M athspace disclosed that attackers exploited an unpatched vulnerability in its self-hosted Metabase reporting
environment. The flaw was patched by Metabase on August 6; unauthorized access began August 10, while

M athspace updated its instance August 29. Names, emails and account metadata for 1,079,819 Australian and
New Zealand users were exposed, including inactive accounts. Academic records and authentication credentials
were reportedly unaffected.

Cost, service, risk and adoption

Cost—notification, forensics and phishing response. Service—instruction remained available. Risk—retained
inactive data enlarged the blast radius. Adoption—family trust can be damaged even when academic records are
untouched.

L eader ship implication
The lesson is broader than this vendor: internal analytics tools connected to production data require the same patch

SLASs, logging and compromise checks as public-facing systems.

Original sources

Mathspace incident report
https:.//blog.mathspace.co/mathspace-data-breach-what-happened-and-what- af fected-users-shoul d-know/
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08 Baltimore County publishes device-use data at
enterprise scale

Reported district data - 2026-09-11

Development

For 108,000 students, Baltimore County reported average daily school-device use of 70-90 minutesin middle
school and 75-100 minutes in high school. Grades 3-5 averaged 50-60 minutes; K—2 averaged about 30 minutes.
A separate 344-district benchmark covering 2.8 million students found a 98-minute average. The district is
developing screen-time and Al policies while reporting persistent filter circumvention.

Cost, service, risk and adoption

Cost—telemetry, reporting and monitoring capacity. Service—data can identify low-value use and redundant
applications. Risk—filter evasion and family distrust. Adoption—teacher discretion must be reconciled with
consistent expectations.

L eader ship implication
Screen-time debates should be supported by grade, application, instructional purpose and time-of-day data—not

fleet counts or login totals aone.

Original sources

Reported district data
https://www.govtech.com/educati on/k-12/data-bal timore-county-md-students-spend-hour-per-day-on-devices
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09 Utah implementation study reports gains—but evidence
remains preliminary

Implementation report - 2026-09-11

Development

Jordan School District and School Al reported a 28% increase in a rubric-based measure of critical thinking across
13,882 student-Al conversations involving 82 teachers over two years. Higher-level reasoning classifications more
than doubled, with stronger results among teachers who designed six or more Al activities.

Cost, service, risk and adoption

Cost—significant teacher-design and coaching time. Service—structured “thought partner” use may outperform
open chat. Risk—overstating vendor evidence. Adoption—outcomes appeared tied to sustained teacher practice,
not access alone.

Limitations

This was vendor-sponsored, observational analysis without a control group; it measured the complexity of Al
conversations, not independent achievement. It is promising implementation evidence, not proof of causal learning
gains.

Original sources

Implementation report
https://www.k12dive.com/news/utah-district-reports-critical -thinking-boost-amid-ai -depl oyment/829919/

vendor study summary
https://schoolai.com/research/school ai-makes-students-think
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Actionsfor leaders

Act now

Compare current Al contract language with the Microsoft/AFT standard and California AB 1159.
Run a health-record and family-communications downtime exercise.
I ssue specia-education Al guidance covering redaction, verification and approved tools.

Investigate

Quantify E-rate exposure by service category and prepare evidence for an October filing.
Establish application-level device-use and value metrics.
Require critical-patch escalation and inactive-data deletion evidence from high-risk vendors.

Watch

Whether other major Al vendors accept Microsoft-equivalent contractual remedies.
Implementation and litigation around California’ s new child-technology laws.

Independent replication of Jordan’s reported Al outcomes.
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