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1. Easthampton schools shut down network after cybersecurity incident

Easthampton Public Schools shut down its computer network after discovering a cybersecurity
incident, leaving school computers, printers and Wi-Fi unavailable while classes continued.
The district said it was working with forensic experts to assess the incident; the report
did not establish whether data was accessed or stolen. Published October 7, 2026; the
incident was reported as discovered the prior night.

Why it matters: Keeping classes open while taking systems offline illustrates the
operational trade-offs in incident response. Districts should plan for instruction and
essential services to continue when networks, records and communications are unavailable.

Limits: The incident's cause, scope and any data exposure were not known in the report.

Published 2026-10-07. Source: https://www.westernmassnews.com/2026/10/07/easthampton-
schools-goes-back-paper-pencil-following-cyberattack/

2. Frontline Education breach exposed Lubbock ISD employee personal information

Lubbock ISD said Frontline Education notified it of an August 14 security incident that
exposed employee Social Security numbers, email addresses and physical addresses. Frontline
said it discovered and remediated the incident the next day and advised the district that
student information was not exposed. Published October 7, 2026; the reported breach occurred
August 14, 2026.

Why it matters: This third-party incident underscores that district data risk extends to
vendors holding employee records, not just student information. Leaders should establish
prompt vendor notification requirements and verify which records a provider stores and how
it safeguards them.

Limits: The district said it was still seeking additional details; the account relies on
information reported by the district about Frontline's statements.

Published 2026-10-07. Source: https://www.kcbd.com/2026/10/07/lubbock-isd-employee-data-
exposed-frontline-education-security-incident/

3. California high school district joins lawsuit over Canvas data breach

The Los Gatos-Saratoga Union High School District board voted 4-0 on October 1 to join
litigation against Instructure over the spring Canvas breach, which affected both district
high schools. The report says Instructure stated that data for about 275 million users at
more than 8,800 institutions was returned and that it received confirmation of destruction,
while acknowledging uncertainty remains. Published October 7, 2026.

Why it matters: The board's action signals that districts may pursue legal remedies after a



major education-platform incident, in addition to technical recovery and notification.
Leaders should assess vendor breach obligations, incident communications and potential
liability before relying on a platform for core instructional workflows.

Limits: The case is ongoing, and the article reports Instructure's account of the data
return and destruction rather than independently verifying it.

Published 2026-10-07. Source: https://losgatan.com/lgsuhsd-joins-canvas-breach-lawsuit-food-
co-op/

4. Idaho advances AI learning standards through formal rulemaking

Idaho is moving AI standards for public school students through formal rulemaking after the
State Board of Education adopted them August 13. The standards outline grade-level
knowledge, including identifying bias, disclosing AI use, recognizing deepfakes and
hallucinations, and understanding privacy and human responsibility. The proposed rules
remain subject to public review and legislative oversight. Published October 7, 2026.

Why it matters: If finalized, the standards would make AI literacy a statewide expectation
across grade bands without prescribing a particular curriculum. Districts can use the
proposed competencies to review existing instruction, but should distinguish current local
requirements from rules still under consideration.

Limits: The standards have not completed rulemaking and are not yet established as final
requirements.

Published 2026-10-07. Source: https://idahonews.com/news/local/idaho-sets-expectations-for-
ai-in-schools

5. Utah districts take different approaches to state-provided Gemini access

Utah made Google Gemini available to public schools for 2026-27, leaving implementation
decisions to local districts. Canyons School District enabled it for high school students
through school accounts and uses a teacher-defined stoplight protocol; Provo City School
District blocks student chatbot access while developing its policy. Published October 7,
2026.

Why it matters: The contrasting approaches show how a statewide tool offering can produce
different student access and oversight rules across districts. Leaders should make age,
account controls, approved uses and teacher guidance explicit when adopting or restricting
generative AI.

Limits: The article describes two districts and does not report learning or safety outcomes
from either approach.

Published unknown. Source: https://www.ksl.com/article/51633703/how-utah-students-use-ai-in-
school-depends-on-where-they-go



6. USDA awards $749,400 to upgrade rural Wisconsin distance-learning infrastructure

The U.S. Department of Agriculture awarded $749,400 to CESA 10 to replace aging distance-
learning infrastructure serving schools in 30 Wisconsin districts across 12 counties. The
project is expected to reach more than 14,000 students and nearly 2,000 educators,
supporting access to advanced, career and technical, and other coursework. Published October
7, 2026; the article describes the investment as newly announced.

Why it matters: The award links infrastructure replacement to course access for rural
districts that may not be able to offer specialized classes locally. Regional consortia can
be a procurement and delivery route for districts seeking shared distance-learning capacity.

Limits: The article describes projected reach and intended uses; it does not report
completed upgrades or resulting educational outcomes.

Published 2026-10-07. Source: https://www.q106.com/2026/10/07/rural-wisconsin-schools-
get-749400-boost-for-distance-learning/

7. Gilbert district asks voters to approve $33 million for technology and infrastructure

Gilbert Public Schools is asking voters to authorize a $136 million bond on the November 3
ballot, including $33 million for technology infrastructure and $12 million for safety and
security. The district says the technology category includes network infrastructure, paging
and notification systems, and classroom audiovisual equipment. The proposal is subject to
voter approval; published October 7, 2026.

Why it matters: The proposal connects technology procurement with infrastructure and school
safety, while placing capital priorities in a contested bond measure. District leaders
should communicate expected costs, useful life and the relationship between technology
investments and operational needs before voters decide.

Limits: The bond has not been approved, and the district's request and cost estimates are
not proof that the proposed spending will produce particular outcomes.

Published 2026-10-07. Source: https://www.yourvalley.net/mesa-independent/stories/gilbert-
public-schools-seeks-voter-approval-for-136m-bond,726348


